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MCP-Bastion 2.0.0

The Zero-Trust control plane for MCP agents <5ms

HOT-PATH OVERHEAD

FORTIFYING THE MODEL CONTEXT PROTOCOL

Wrap any MCP server with local guardrails in three lines of code: agent IAM, supply-chain checksums,
prompt-injection blocking, Pll redaction, and denial-of-wallet caps. Ships today on PyPI, npm and Docker, 990/
— 0]

with a live dashboard.
TOKEN CUT ON BIG TOOL OUTPUT

CPyPI) Cnpm) CDocker/GHCR) (FastMCP) CTypeScript) C631 tests) C92% coverage)
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THE 2026 MCP MOMENT

Runtime governance is the new must-have

® MCP turned every server into an agent gateway. Agents now call databases, APIs
and shell tools on behalf of an LLM.

FINOPS & ABUSE ATTACKS
UWASP MCP TUP 10 p ‘ 1 ? 3 @ Denial of Wallet @ API Spend Runaway

® The NSA MCP guidance and the OWASP MCP Top 10 both point to runtime &) MCPO1 Token Exposure. @) R .
governance at the protocol boundary as the answer. S MCPO2 prvisge saation @) (@) rnmuigeim () Rapay ks

@ Per-Tool Hammering

TOKEN REDUCTION & COST SAVING
@ Output Budget Offload
7 Discovery Filter (fewer tools in context)
8 Semantic Cache (skip redundant calls)
C, Token Budget Caps
@ USD Session/Day Limits
5 Context Window Savings

SECURITY PILLARS
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¢ MCP-Bastion is that control plane: identity-aware routing, supply-chain

verification, and local data protection, purpose-built for agents.
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[ 100% Local « Under 5ms ¢ Policy-as-Code ¢ bastion.yaml « Token & Cost Savings ¢ Denial-of-Wallet Ready]
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THREAT PREVENTION AND CONTENT SAFETY

Block injection. Redact PIll. Keep data local.

Prompt injection defense Response scan

Meta PromptGuard scores tool arguments; jailbreaks blocked pre-exec Blocks jailbreak patterns hidden in tool / resource output
Heuristic blocking offline Grounding guard

Obvious jailbreaks stopped out of the box, no model download Verifies file paths referenced in tool output are real (opt-in)
Content filter 100% local execution

Shell / code patterns, sensitive file paths, URLs, allow/deny rules Classification and redaction stay inside your network

Pll redaction (Presidio) Schema validation

Masks SSN, email, phone, cards, passport, IBAN in outbound text Rejects malformed / unexpected tool arguments before execution

Local inference, no third-party safety API. Sensitive data never leaves your enterprise network.
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ZERO-TRUST ACCESS AND IDENTITY

ldentity-aware routing stops the confused deputy

¢ Agent IAM: bind API tokens to agent identities with per-agent allow / block tool lists
and resource URI rules. Your support bot calls sear ch_docs, never del et e_user.

® RBAC with fnmatch globs: permissions like r ead_* with specificity-aware matching.

® Edge auth: shared-secret token check on gateway-issued requests.

MCP-BASTION

( ZERO-TRUST RUNTIME GOVERNANCE - 2.0.0 |

&) NEW IN 2.0.0

® Session tool-scope cap and replay guard stop scope creep and replayed calls. Gmoumes ameeak il

® JSONPath argument guards: block or redact tool arguments by tool glob +

JSONPath + regex.

github.com/vaguarkhan/MCP-Bastion

Redis shared state
(horizontal scale)

@ JSONPath argument guards
(block/redact)

@ Agent IAM / Confused Deputy

@ Server SHA-256 verification
+ HMAC manifest

HTTP transport hardening +
Caddy proxy recipe

@ stdio stdout JSON guard

@ Tool metadata fingerprint +
mcp-bastion tail audit JSONL
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BEYOND OWASP THREATS -
ALL PRIMARY

@ Confused Deputy PRIMARY

@ Registry typosquatting PRIMARY B

@ Context flooding / denial-of-wallet PRIMARY
@ VBrowser localhost CSRF PRIMARY

@ stdio JSON injection PRIMARY

@ Multi-agent state poisoning PRIMARY

@ MCP surface exfil (non tools/call) PRIMARY

|| © ROADMAP NEXT
@ Sigstore/cosign attestation

| @ OAuth 2.1 0IDC JWT gateway
(1
@ mcp-bastion scan static tool poisoning

| @ Multi-upstream gateway proxy

O 100% Local | * Under 5ms | B bastion.yam| | gAgentIAM % Redis Scale gq-bFuIIMCPSurface </> Policy-as-Code
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SUPPLY CHAIN AND INTEGRITY

Verify every server before a single tool runs

Server verification Tool metadata guard

SHA-256 manifest checksums at startup and on every tools/call Sanitizes poisoned tools/list descriptions and schemas
mcp-bastion manifest Semantic firewall

Generate a trusted manifest after a signed-off build Flags dangerous tool intent and risky call chains
Typosquatting defense stdio guard

Block traffic when server artifacts drift from your checksums Drops non-JSON lines on stdout to protect IPC integrity
Circuit breaker doctor CLI

Opens after repeated tool failures to contain cascades Preflight config and supply-chain checks before you deploy

Cryptographic integrity plus behavior checks give you supply-chain confidence at the MCP boundary.
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STANDARDS COVERAGE

All 10 OWASP MCP Top 10 risks, mapped to controls

MCPO1 Token exposure MCPO6 Intent subversion

PI1l redaction, response scan, audit trail Rate limits, replay guard, semantic firewall
MCPO2 Privilege escalation MCPO7 Weak auth

RBAC + Agent IAM, rate limits, session scope RBAC, edge auth, per-agent tokens

MCPO3 Tool poisoning MCPO08 Audit and telemetry

Prompt guard, content filter, metadata guard Audit log, dashboard, Prometheus, OTEL, alerts
MCPO04 Supply chain MCPO09 Shadow MCP servers

Manifest checksums, doctor CLI, circuit breaker Central policy, discovery filter, metrics

MCPO5 Command injection MCP10 Context injection

Prompt guard, argument guards, schema validation Output budget, response scan, grounding guard
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FINOPS AND COST SAVINGS

Stop denial-of-wallet. Cut token spend.

® On by default: 15 tool calls / session, 60s timeout, 50k token budget.

MCP-Bastion Benchmarks — RBAC & Context Reduction

® USD caps per session and per day, plus per-tool caps and circuit breaker.

® Output budget and offload: up to ~99% token cut on oversized tool RBAC (tool-level) E
responses, 0% when already under budget. Measured and reproducible. i e pESRH .
8 viewer read_file /@7ALL6WE07:‘ z 7%

® Discovery filter trims the tool catalog by ~85% (20 tools to 3). e 5
£ Vviewer delete_db ®7DENIED 3 50%

® Cost attribution by provider, model, tool and tenant. @ admin * '@ ALLOWED | 22/;

Discovery filter @

o @’\.'@{>_7|ﬁ</7>“ (alla)
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‘ 20 tools @

~85% catalog token savings

Output budget + offload

Tool responses, not LLM prompts

99.7% 98.7%

0%
50k tokens 10k tokens 1.5k tokens

Lexical cache

Exact query

—_—
“list active users in us-east-1" @ ERCHEET }

Paraphrase. ® CACHE MISS |
“show me active users )

in us-east-1 region” at 0.9 threshold

Jaccard overlap, not embeddings

Pair RBAC with Agent |IAM for real trust boundary
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2.0.0 HIGHLIGHT

Full MCP surface, and it scales out

MCP-BASTION

( FULL MCP SURFACE + DISTRIBUTED STATE — 2.0.0 )

NEW IN 2.0.0
@ O Full MCP surface guards
(not just tools/call)
@ resources/read -
prompts/get
@ @ sampling/createMessage -
elicitation/create

() & Pluggable Redis
(—]
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CLIENT |
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@W PromptGuard
[@ Content Filter

@ 1AM

HORIZONTAL SCALE
poan | | poas | | posc
Redis

state_backend

= Rate limit counters
e Replay nonce cache
e Cost session budgets
o Session tool scope

memory = single process default

@ MCP-BASTION

github.com/vaquarkhan/MCP-Bastion

L:]_ 100% Local E bastion.yaml ! [>-] pip install mcp-bastion-python(redis] ‘ f Under 5ms

pypi.org/project/mcp-bastion-python

Same pillars on tools/call, resources/read, prompts/get,
sampling and elicitation, not just tool calls.

Redis state backend shares rate limits, replay nonces,
cost budgets and session scope across workers and pods.

Cost checkpoints persist session totals across restarts.

Standard JSON-RPC error codes for every decision, easy
to log and alert on.
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OBSERVABILITY

MCP-Bastion

Live security & FinOps  refreshes every 2s

® Live Updated 12:53:26 PM - every 25

Dataage just now
TOTAL REQUESTS BLOCK RATE
403 24.1% of invocations
JUMP | Runtime governance Alerts & insights. Forensics Traffic

SESSION OVERVIEW

80.6x

500 total invocations (403 allowed - 97 blocked).

API & INTEGRATIONS

or custom Uls.

JSON metrics

Governance config

RUNTIME GOVERNANCE

Agent 1AM Server verification Transport hardening
off off Enabled
c puty protection Supp gate blocks browser Origin
disabled off loopback bind
REQUESTS BLOCKED

403

Allowed tool calls recorded in this process.

97 (24.07%)

Denied by policy (rate limits, injection, RBAC, )

RECENT ALERTS Latest policy and system signals; the header badge mirrors this count.

7/5/2026,12:52:43 PM
rbac: Denied viewer role attempt on delete_record

71512026, 125243 PM
content_filter: Blocked path traversal on read._file (/etc/passwd)

71512026, 125243 M
cost: Session cost approaching daily budget for tenant globex

Tool drill-down

Prometheus

Live dashboard: every block, threat and dollar

Window started 7/5/2026, 12:52:43 PM

TOP THREAT ACTIVE USERS / TENANTS

Other (47) 4

Export JSON snapshot

TOP BLOCK CATEGORIES

Use the same endpoints for automation, Grafana, Datadog,

47
36
Build meta
1
Health
Zero-trust controls from bastion.yanl — Agent IAM, supply-chain
verification, and transport hardening Block counts refresh from live
metrics.
stdio guard Tool fingerprint Governance blocks
off off off

stdio injection guard off Metadata fingerprint off No governance blocks yet

PIl REDACTED cosT

52 $3.88

Entities masked or removed by Presidio-style

Cumulative tracked spend (when cost
detection.

middleware is enabled).
INSIGHTS & ANOMALIES

Heuristic auto-tuning hints from rolling aggregates (not ML). Act when
patterns repeat.

(‘S ATTENTION ) ( 1iNFoRMATIONAL

[ Elevated block share

19.4% of invocations blocked — review policies, tenants, and top tools.

Tool "write_report" is denial-heavy
100% blocked (22 / 22) — check RBAC, rate limits, and reasons column.

Real-time KPlIs, blocked-by-reason charts, Pll forensics, FinOps and per-tenant views. Export to Prometheus /metrics, JSON /api/metrics, OTEL traces and Slack alerts. Run: ntp- bast i on
dashboard --port 7000
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SHIPS TODAY

Secure your MCP server in three lines

pip install ntp ntp-bastion-fastncp
fromncp bastion fastncp i mport secure fastncp
ncp = Fast MCP(' My Server')

secure_fastncp(ncp)

® Policy-as-code: copy bastion.yaml, then build_middleware_from_config().
® Three ways to adopt: FastMCP, policy config, or TypeScript wrapper.
® Runs everywhere: PyPl, npm, prebuilt Docker on GHCR, CI validate.

® |ow latency: drop-in middleware, no business-logic changes.

github.com/vaquarkhan/MCP-Bastion pypi.org/project/mcp-bastion-python

PLUGS INTO YOUR STACK

® FastMCP and MCP Python SDK middleware
® TypeScript wrapper for Node MCP servers

® Docker images on GHCR (proxy + dashboard)
® Prometheus, OpenTelemetry, Slack alerts

® LangChain, OpenAl, Bedrock add-ons

® bastion.yaml in Git with hot reload

® Audit JSONL + mcp-bastion tail for compliance
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FORTIFYING THE MODEL CONTEXT PROTOCOL

LINKS

Sh . M C P t t d ® GitHub, star us
e PyPI2.0.0
pi p install ntp-bastion-python[redis, policy, dashboar d]
® Documentation
ncp- basti on dashboard --port 7000
ncp. add_mi ddl ewar e(bui | d_m ddl eware_from config()) e npm @mcp-bastion/core

Built by Vaquar Khan - Feedback and PRs welcome
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